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Important Steps for Protection Against
Cyberattacks & Identity Theft
Dwo o, lilos mee, feel & bit of angst whenever

& prompt pops up azidng for online login and
pascword information? Remembering paccwoeds
can feel lile the banes of our digital szistence.
Hovrewrer, in an incressingly technclogical wroeld,
Laiwa L Doud  wsing passwords effectively along with other

ity Aulitor sctionic can help ksap vou and jyour famdily cafe

anline.

Understanding the ricks of not properly protecting online
information, my Office conductsd sn sudit on dats privscy
and security a few pears ago. Urber incidents are happening
mors frequently scross all industriss and ceganizations. The
City even recently sxperienced one. Mow that muach of cur
lives exict anline—{om work access to banlking to chopping
and social media—it's important to take steps for protection
againct cybesattacks and identity thedt.

Here ars come tips to improve digital cafety that I
found helpful, and I hope you do too.

Back np critical filsc. Store backups of critical digital
fles on a separste drive liks an encrypied T8E. Also, print and
store hard copies of important documesnts in & safe place.

Tos Strond Faccworde, When creating passwords do
not use personal information. Instead, make pascwords long
mnd uniqus with numbers, symbials, and both uppercass
and lowercase letters. Although it may be tempting to rewss
paccwords, uce differsnt pascwords for diffspsnt socounts
inchiding work and perconal scoounts. Even consider using s
pascword manages to sae passwords and reduce the rick of
reucing pascwords. Don't bet sappe and w=betes remember your
pascwords and wse multi-factor suthentication when possible.
Also, do not shars your pasewords with others.

EBe aware of cocpicions linkes and attachments, Even if
you pecaits an smail thet loalkee likes it's from someons jou kmow,
b careful with email linkes and sttschments. If comething loolks
suspicious, don't even reply to the smail becauss the sendee's
identity or information might here been compromised.

Verify requects for private information, Whenever you
ure ssloed to provids sensitive information online, veeify the
identity of the requester, even if it appsars to be somebody Fou
Imowr o s familise company or organization.

Eegularly check the activity of your online accounts
— this inchides financial ctatements and credit reporis.

E=esp your devices, browsers, and apps mp to dates.
Automate soffware updates and periodically rectart pour
devicss to sncurs that updatss ars fullr inctallsd.

To ind cut moee important tips and information
on Cybersscurity vist wwwlongbeach . dowt/news!

P.8. If you need help with any of thess cteps, just contact

mmpons 14 pears old or pounger.
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